HAMATKA JJI51 OBYYAIOHIUXCSI _
Ob HHO®POPMAILIMOHHOMU BE3OITACHOCTHU AETEN

Henb3s

1. Bcem moapsin cooOmmarTh CBOKO 4acTHYIO WH(MOpMaNUIO (HacTosmue uMs, pamMunuio, TenedoH,

ajipec, HOMep HIKOJIbI, a TaKkxke (poTorpaguu CBOM, CBOEH ceMbU U Ipy3eil);

OTKpbIBaTh BIOXKEHHbIE (DAaiIbl 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIIS;

['pyOuTh, npuanpaThes, OKa3blBaTh JaBJIECHUE - BECTU €05 HEBEKIIMBO U arpeCCUBHO;

4. He pacnopspkaiicst [eHbraMH TBOCH cCeMbH 0€3 pa3pelleHHs CTapIIdX - BCETAa CIpaliuBai
poauTeneit;

5. He Bcrpeuaiics ¢ MHTepHET-3HAKOMBIMU B PEAIbHOM >KM3HM - IOCOBETYICS CO B3POCIHbIM,
KOTOPOMY JIOBEPSICILb.
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OcTopoxHO

He Bce mumyt npaeny. Yutaems o cebe Henpapay B MHTepHETE - cOOOIM 00 ATOM CBOUM
POJIUTENAM UM ONEKYHAM;

Hpnrnama}OT NepeNrChIBaTLCA, UT'PATh, 00OMeHUBaTLCS - IMPOBEPb, HET JIM IIOABOXA,
Hezakonnoe xonupoBanue (aiiaoB B IHTepHETE - BOPOBCTBO;

Bcerna pacckasbiBail B3pocCiibIM 0 Mpo0OJieMax B CETH - OHU BCET/1a IOMOTYT;

Hcnone3yit HacTpoWKM 0€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU aKKAyHTHI B
COIICETSIX U JIPYTUX MopTanax.
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Mo:kHo

YBaxkail Apyrux noJib30BaTeNei;

ITonb3yembes THTEpHET-UCTOYHUKOM - JI€JIall CCBUIKY Ha HEro;

OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

OOpararbest 3a MOMOIBIO B3POCIIBIM - POJUTENH, ONEKYHBI U aIMUHUCTpPALIMS CAUTOB BCEI/1a
IIOMOT'YT

NS

WNudopmannoHHas namsTka s o0yJarommxcs JUis pa3MelieHust Ha oQUIHaIbHbIX UHTEpHET-
pecypcax

C KaXJbpIM roJIOM MOJIOJIEXKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJBHUKU OJIHU U3 CAMBIX
aKTHBHBIX mojab3oBarened PyHera. Mexay TeMmM, IIOMHMO OTPOMHOIO  KOJWYECTBA
BO3MOXKHOCTEH, MHTEPHET HEeCceT U MpoOyieMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Ge30macHo
HaxXOJIUTHCS B CETH.

KoMnbroTepHbie BUPYCHI

KoMnbroTepHblii BUpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOTpamMM, OTIMYHUTEIbHON
OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3sMHOXKEHHIO. B JomonHeHune k 3ToMmy,
BUPYCHl MOTYT TIOBPEAUTh WM TOJTHOCTHIO YHHUYTOXUTh Bce (alinbpl W JIaHHBIE,
MOJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHHM KOTOPOro Obljia 3alylleHa 3apakeHHasl IporpaMma,
a TakXe MOBPEAUTh WIH AK€ YHUYTOXXHUTH OINEPAIMOHHYI) CHUCTEMY CO BceMH (aiimamu B
1esnoM. B OonbIIMHCTBE CllydaeB pacnpoCTPaHSIIOTCsS BUPYChI Yepe3 HHTEPHET.

MeTtoabl 3a1IUTHI OT BPEAOHOCHBIX POTPaMM:

1. Hcnonb3yil cOBpeMEHHbIE ONEpallMOHHbIE CUCTEMbI, UMEIOIINE CEPbE3HBI YPOBEHD 3alllUTHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. TlocrossHHO ycTaHaBnuBail mauTh (UM(GPOBBIE 3aIUIaTKH, KOTOpPBIE ABTOMATHYECKU
YCTaHABIMBAIOTCA C LETbI0 JOpa0OTKM TMPOrpaMMbl) U JApPyrue OOHOBICHUS CBOEH
omnepanroHHoi cucteMbl. CkaunMBail WX TOJBKO ¢ oduimanpHOro caiita paspadorunka OC.
Ecnu cymecTByeT peskuM aBTOMAaTHUYECKOTO OOHOBIIEHUS, BKIIIOYH €T0;



3. Palorait Ha cBOeM KOMIIBIOTEpE IMOJ MpaBaMH IOJIb30BATENs, a HE aAMHUHHUCTpaTopa. JDTO He
NO3BOJUT  OOJBIIMHCTBY  BPEAOHOCHBIX MPOTrPaMM  HHCTANIUPOBATbCd HA  TBOEM
NEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yll aHTHUBUPYCHBIE IIPOIpaMMHBIE IPOJYKTbl M3BECTHBIX IPOM3BOIUTENCH, C

aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

Orpanuub GpU3NUECKUI 10CTYI K KOMIBIOTEPY AJIsl IOCTOPOHHUX JIMLL;

6. Hcnonp3yil BHEIIHWME HOCHTENM WHGPOpMAlWU, Takue Kak (iemka, IUCK Wi ¢aitn u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUHHUKOB;

7. He oTkpbIBail KOMIbIOTEpHbIE (ailsibl, MOTyUYEHHBIE U3 HEHAJES)KHBIX MCTOYHHUKOB. [lake Te
(ailnbl, KOTOpbIE IIPUCIAT TBOM 3HAKOMBIN. JIyuIlle yTouHHM y HEro, OTIPABJIISIL JIM OH TeOe UX.
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Ceru WI-FI

Wi-Fi - 370 He Bu nepeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIbL OpeH, mapka. Emie B 1991
roay HUIEpJIaHICKas KommaHusi 3apeructpupoBaia Operna "WECA", uyrto o00603Hauano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoautcs Kak "GecripoBOAHAS TOYHOCTH'.

Jlo Hamiero BpeMeHH jAoluia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH ke TEXHOJIOTHEH.
Oro aboOpeBuarypa "Wi-Fi". Takoe Ha3BaHume OBUIO NTaHO C HAMEKOM Ha CTaHIApT BBICIICH
3ByKoBoO# TexHuku Hi-Fi, uto B mepeBoie 03HadaeT "BbICOKast TOYHOCTH".

Ja, OecrmaTHBIH HMHTEPHET-IOCTYNl B Kade, OTENAIX W adpoIoprax SBISETCS OTIMIHOU
BO3MOXXHOCTBIO BBIXOJla B MUHTEpHET. HO MHOTHE SKCIEepPThl CUYUTAIOT, YTO 00IIenocTynHbie Wi-
Fi cetn He sBisrOTCS 0€30MaCHBIMU.

CoBeTbl 110 6€30MaCHOCTH PaGOTHI B 001e10CTYNHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro inuHyro uHpopmanuio dyepes oduienoctynusie Wi-Fi cetu. PaGoras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHUe-TO HOMEpa;

2. Ucnonb3ylhi M OOHOBISAW aHTUBHUPYCHBIE MporpamMmbl U OpanaMayep. Tem cambiM Tbl
o0e3omacuiib ceds 0T 3aKaYKH BUPYyca Ha TBOE YCTPOWCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkimoun ¢ynkuuio "OOumii qoctyn k daitnam u npuHTepam'.
JanHast GyHKIUS 3aKphITa 110 YMOJTYAHUIO, OJJHAKO HEKOTOPKIC MOJIh30BATENIN AKTHBHPYIOT €€
JUTsl yI00CTBa UCIIONIb30BaHMsI B paboTe min yuebe;

4. He ucnonb3yii nyoauunsii WI-FI nns nepenaun nTudHbBIX JTaHHBIX, HAIpUMEP ISl BBIXOJA B
COLIMATIbHBIEC CETH WU B DJIEKTPOHHYIO TOYTY;

5. Hcnonp3yit Tonpko 3amuieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e. mpu nabope
BeO-aapeca BBoaU UMeHHO "https://";

6. B moOmmsHOM Tenedone otkmoun ¢pynkuuio "Tlogkmrouenne k Wi-Fi aBromarndeckn". He
JOTTyCKail aBTOMAaTUYECKOTO MOAKII0YeHUs ycTpoiicTBa k ceTssiM Wi-Fi 6e3 TBoero cornacusi.

CounmnanbHble ceTH

ConuanbHble CETH aKTMBHO BXOJST B Hallly *XW3Hb, MHOTHE JIIOAM pabOTalOT U KUBYT Tam
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YEIOBEK, YTO SIBISETCS OJHOU
CelbMOM BCEX KHUTeNed IIaHeThl. MHOTMe MOJb30BaTeM HE MOHUMAIOT, YTO HHGopMaius,
pasMelleHHas UMH B COIIMATIbHBIX CETAX, MOXKET ObITh HalJIeHa M UCIOJIb30BaHa KEM YTOJHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHHSIMH.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COIIMAJIBHBIX CETAX:
1. OrpaHuyb crnucoK Apy3eil. Y TeOs B ApY3biX HE JOKHO OBITh CIIYYaiHBIX U HE3HAKOMBIX
b1 {001 (7 K
2. 3ammiail cBOIO 4YacTHYIO XKu3Hb. He ykasbiBail mapomnu, TenedoHBI, anpeca, HaTy TBOETO
POXKICHUS U JPYTYIO JUYHYIO HH(POpPMAUIO. 3II0YMBINIICHHUKA MOTYT HCIIOJIb30BaTh JIaXKe
UH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTEINHN TUIAHUPYETE MPOBECTH KAHUKYJIBI,



3. 3ammimai CBOIO pemyTaluio - Jep>Kd €€ B YUCTOTE W 3aJaBail cebe BOMpPOC: XOTeN ObI ThI,
YTOOBI JPyrue MOJb30BATEIN BUACIH, YTO THI 3arpyxkaems? [logymaid, mpexae 4eM 4To-TO
OITyOJINKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3yH CBOE peallbHOEC UMS U
JIPYTYIO THYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIIbCTBA, MECTO y4eObI U MpoUee;

5. HzbGerait pasmemnienus ¢ororpaduit B MHTEpHETE, Te THI HM300pakeH HAa MECTHOCTH, IO
KOTOPOH MO>KHO ONPEAETUTh TBOE MECTOIIOI0KEHHUE;

6. Ilpu perucrpanmmu B COUMAIBHOW CETH HEOOXOAMMO HCIOJIB30BATh CIIOKHBIC MapOIIH,
cocrosmume U3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jus colManbHOW CETH, OYTHI U IPYTHX CaHTOB HEOOXOIUMO HCIIOJIL30BaTh Pa3HbIC MapOIIH.
Torma eciu Te0st B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOJIYYaT JOCTYI TOJBKO K OJHOMY MECTY,
a He BO BCe Cpasy.

DJIeKTPOHHBbIE IeHbI' U

DJEeKTPOHHBIE JEHBIM - 3TO OYEeHb YAOOHBIH CIOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JICHbIH.

ONEKTPOHHBbIE JIEHbI'M INOSIBIJINCh COBCEM HEAAaBHO M MMEHHO H3-3a ATOIO0 BO MHOIMX
rocyJapcTBax J0 CHX IOp He MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (yHKIMOHHMPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe UX Pa3AeisioT Ha
HECKOJIbKO BHJIOB - aHOHHMHbBIE M HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MPOBOAUTH ONepanud 0e3 WACHTH(PHKAIWK [OJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS 0Ib30BATEIN ABISETCS 0053aTEIbHOM.

Taxxe cienyer pa3auyarh 3JIEKTPOHHbIE (PUAaTHBIE AEHbIU (PaBHBI FOCYIaPCTBEHHBIM BAJIIOTAM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY1aPCTBEHHBIM BAIIOTaM).

OcHoBHBIE COBeTBI 10 0e30MacHoil padoTe € 3JIEKTPOHHBIMH IeHbIAMM:

1. TlpuBsxu K cuery MOOWIBHBIM TenedoH. DTO camblii yHOOHBIH M OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JIOCTYH K cuery. [IpuBsizanHblii TenedhoH MOMOXKET, eciu 3alyJelib CBOU
MJIATEKHBIN MMapOJIb WU 3aieIb HAa CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Hcnonp3yit ogqHopa3oBble naponu. [locie nepexoia Ha yCUIICHHYIO aBTOpU3alLnIo TeOe yxkKe He
OyJeT yrpokaTh OIaCHOCTb KPayKU WIIM NIepexBaTa IJIaTeKHOTO apoJis;

3. BeiGepu cnoxHblii maponb. [IpectymHukam OyneT HE MPOCTO yragaTh CIOXKHBIH TapoJib.
Hanexxnble naponu - 370 mapoiu, KOTOpble COlepKaT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B CeOs
CTPOYHBIE U TPOMUCHBIE OYKBBI, HU(PHI U HECKOJIHKO CHMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIATENbHBIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIE JaHHBIC HA CAiTaX, KOTOPHIM HE TOBEPSEIIIb.

DJICKTPOHHAS 1OYTA

ONeKTpOHHAs MOYTAa - 3TO TEXHOJOTUS U MPEAOCTABIAEMBIE €0 YCIYTH IO TEPECBUIKE H
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO 3JIEKTPOHHBIN MMOYTOBBII ALAK BBITJIAIUT CIIEAYIOIIUM obpazom:
UMs_TIONIB30BaTesI(@UMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TEKCTa, HMEeTcs
BO3MOXKHOCTh MepeaaBaTh (paisibl.

OcHOBHBIE COBETHI 10 0€30MacHOIl padoTe C JIEKTPOHHOI MOYTOI:

1. Hano BbIOpaTh NpaBWIIbHBIM TOYTOBBIA cepBUC. B HHTEpHETE €CTh OIrPOMHBINA BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO Jy4YIlle JOBEPSATh TEM, KOTO 3HAelllb U KTO MEPBbIi B
pEUTHUHTE;

2. He yxkaspiBali B JMYHOW TIOYTE IJMYHYR WHpopMmanuto. Hampumep, nydmie BBIOpaThH
"My3bIKaibHbIN _(aHaT@" umu "pokx2013" Bmecto "temal3";

3. Hcnonp3yii ABYXATamHYIO aBTOPH3AIHMIO. JTO KOTJa MMOMHMO Tapojs HY)KHO BBOIHMTH KO,
npucbuIaeMblil mo SMS;
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Bri0epu cioxHBINA Mapoib. [ KaXaoro mo4TroBOro SIUKa JTOJDKEH OBITh CBOW HAJICKHBIH,
YCTONYUBBIN K B3JIOMY MapOJIb;

Ecnu ecTtp BO3MOXXKHOCTH Hamucarb CaMOMY CBOW JIMYHBIA BONPOC, HCIOJB3YH 3Ty
BO3MOKHOCTb;

Hcrnonb3yil HECKOIBKO IMOYTOBBIX AIIMKOB. 1IepBhli 11 4aCTHOM NEPENUCKU C aJApecaTaMu,
KOTOPBIM ThI I0BEpsSCUIb. JTO 3JEKTPOHHBIM aJIpeC HE HAJI0 UCIOJIb30BaTh IIPU PErHUCTPALUU
Ha opymax u cailTax;

He otkpeiBail ¢aiinbl U Apyrue BIOXKEHUS B MUCbMax, JaXe €CId OHM MPUILUIM OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (aiiibr;

[Tocne okoH4yaHusi pabOTHl Ha MOYTOBOM CEpPBHCE MEpe] 3aKPhITUEM BKIIAJKU C CAWTOM HE
3a0yap HaxaTh Ha "Beriitu".

Ku6epOy/uIMHT WK BUPTYyaJbHOE H3/1€BaTEJIbCTBO

KuGepOymauHr - mnpecienoBaHHe COOOMICHUSMH, COJEPKAIIUMH OCKOPOJIEHHs, arpeccuio,
3aIyTUBAaHNE; XYJIUTAaHCTBO; COLMATbHOE OOMKOTUPOBAHHE C TIOMOIIBIO PA3TMYHBIX HUHTEPHET-
CEPBHCOB.

OcHoBHBIE cOBeTHI 10 0opble ¢ KndepOy I IMHIOM:

He Opocaiics B 6oii. JIyummii cioco0: mocoBeToBaThCs Kak ce0s BECTH U, €CJIM HET TOTO0, K
KOMY MOXHO OOpaTHThCS, TO BHAyalleé YCHOKOWTbCA. Eciaum Tkl HayHeNIb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJILKO €1ie OOJIbINe Pa30XiKellb KOH(IUKT;

YnpaBisii cBoeit kubeppernyranuei;

AHOHUMHOCTb B ceTH MHMMas. CyIlecTBYIOT CIOCOOBI BBIICHUTh, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

He crout Bectn Xynuranckuii oOpa3 BUPTYyalbHOH ku3HH. IHTEpHET (QUKCHpYeT Bce TBOM
JeMCTBUS M COXpaHsAET UX. Y JaluTh UX OyIeT KpaiiHe 3aTpyIHUTEIbHO;

Cobmroaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

WUrnopupyit enuHuuHbli HeraTuB. OJHOpa30Bble OCKOPOUTENBbHBIE COOOLICHMS JIydIle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpaaeTcs Ha Ha4aabHOU CTaauH;

ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMH, B COLUAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKMPOBKH OTIIPaBKU COOOIIEHUH C ONPEIETICHHBIX aJpeCcoB;

Ecnu T cBuzperens kubepOyimHra. TBou NEHCTBHS: BBICTYNUTH NMPOTUB MpeciiefoBaTes,
MO0Ka3aTh €My, YTO €ro JEMCTBHs OLIEHMBAIOTCA HEraTHBHO, MOJAEpXkaTh JKEPTBY, KOTOPOM
HYXHa TIICUXO0JIOrMYecKasi HOMOIIb, COOOLIUTh B3POCIBIM O (DaKTe arpecCMBHOIO MOBEIECHUS B
CeTH.

MoOunbHbIi Tes1edoH

CoBpeMeHHbIe cMapT(HOHBI U IUIAHILIETH COAEpKaT B ce0e BIIOJIIHE B3POCIHbIH (YHKIHOHAM, U
Ternepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHApHBIMHM KoMIlbloTepamu. OJHaKo, CpelacTB
3alUTHI JJIs TOJJOOHBIX YCTPOMCTB MOKa OYeHb Mayio. TeCTMpOBaHUE U MOUCK YS3BUMOCTEH B
HUX IPOUCXOIUT HE TaK HMHTeHCUBHO, Kak s IIK, To ke camoe kacaercd W MOOMIBHBIX
MIPUIIOKEHUN.

CoBpemeHHbIE MOOUITBHBIE Opay3epbl yKe MPAKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacupenre (yHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.
Jlaneko He Bce TMPOM3BOAMUTENM BBINYCKAIOT OOHOBJIEHMS, 3aKphIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€30I1aCHOCTH MOOMJILHOTO TeJiedoHa:

Huuero we sBnsiercs mo-HacTosimemy OecriaTHBIM. Bynb ocToposkeH, Benb Kkorja Tebe
npeiaraT OecIIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;
Hywmaii, npexzae dyem otnpaButb SMS, poto niu Buaeo. Thl TOUHO 3HACIIB, TJI€ OHU OYIyT B
KOHEYHOM HUTOTre?
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Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI JIIs1 MOOMIIBHBIX TENIE(OHOB;

He 3arpyxaii npuiokeHHss OT HEHW3BECTHOI'O MCTOYHHMKA, BEAb OHU MOTYT COJAEP)KATh
BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeUeHHE;

[Toce Toro Kak ThI BBIHACHIB C CaifTa, I7ie BBOAMWI JIMYHYIO HH(POPMAIIUIO, 3aii11 B HACTPOIKHU
Opay3epa u ynanu cookies;

[Tepunonuuecku mpoBepsii, KaKue IUIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEpE;

JlaBaii cBoif HOMep MOOMJIBHOTO Tesle(OHA TOJNBKO JIIOJSAM, KOTOPBIX Thl 3HAelllb U KOMY
JIOBEpSICIIIb;

Bluetooth nomxeH ObITh BBIKIIOUEH, KOTJa Thl UM He moJb3yeuibcs. He 3a0ObiBail mHOrIa
IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE Pa3BICUEHUs, OOBEINHSAIOIINE
COTHH TBICSY YEJIOBEK IO BceMy MHpY. MIrpokn HccienyroT TaHHBIH UM MUp, OOIIAIOTCS APYT C
JPYIrOM, BBINOJHAIOT 3aJaHusl, CPAKAIOTCA ¢ MOHCTPAMU U IIOJIYYarOT OIBIT. 3a yIOBOJIbCTBHE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OIILIUH.

Bce »Tu cpeactBa uayT Ha mojajepKaHWE U Pa3BUTHE UIPHI, a TAaKXKe Ha caMmy Oe30MacHOCTb:
COBEPILEHCTBYIOTCSI CHCTEMbI aBTOPHU3AIMH, BBITYCKAIOTCS HOBBIC MaTud (IQPOBBIE 3aILUIaTKU
JUIS IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX Hrpax CTOUT OMacaThCsl HE CTONBKO CBOMX CONEPHUKOB, CKOJBKO KPayKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJILIIMHCTBA UTD.

OcHOBHBIE COBETHI M0 0€30MACHOCTH TBOET'0 HTPOBOI0 AKKAYHTA:

Ecnu npyroit urpok BeneT cedsl II0X0 WM CO3JaeT TeOe HENMPUSITHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UT'POKOB;

[Toxxkanyiics aaMHHHMCTpaTOpaM WIrpbl Ha IIJIOXOE IOBEACHHME ITOrO0 HIPOKA, KEIATEIbHO
HPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

He ykaspiBail nuunyto uHdopmaiuio B podaiine urpsi;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaaibHbIe TATYH U MOJIBI;

Hcnonp3yil CIIOKHBIE U pa3HbIE TApOJIH;

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIHOYaTh aHTUBUPYC. [loka Thl Urpaemib, TBOW KOMIBIOTED
MOTYT 3apa3UTh.

OUIIMHT WIH KPaKa JNYHBIX JaHHBIX

OOBIYHOM Kpaked JeHer W JTOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAMBHIIb, HO C Pa3BHTHEM
UHTEPHET-TEXHOJOTMH 3JIOYMBIIIJICHHUKH TEePEeMECTHIINCh B HMHTEPHET, M IPOJODKAIOT
3aHUMAaTbhCA "MIOOUMBIM" 1ETTOM.

Tak nosiBUIack HOBas YTpo3a: MHTEPHET-MOIIEHHHYECTBA UM (DUILUHT, TJaBHAS LEIb KOTOPOTo
COCTOUT B TOJyYeHUH KOH(UICHIMATBHBIX ITAaHHBIX IMOJIb30BATENeH - JJOTUHOB W mapoieii. Ha
aHriuiickoMm s3bike phishing unraercst kak ¢ummar (ot fishing - peiOHas nosins, password -
MapoJib).

OcHoBHbIE coBeThI 10 0opbie ¢ GUIIMHIOM:

Crnenu 3a cBOMM akkayHTOM. Eciu ThI Mmojio3peBaellib, YTO TBOS aHKeTa OblUla B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATH €€ M COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXHO
CKopee;

Hcnonp3yit 6e3omacHbie BeO-CalThl, B TOM YHCIIe, MHTEPHET-Mara3nHOB U TIOUCKOBBIX CHCTEM;
Hcnonb3yit ciokHele W pa3Hble mapoiau. Takum oOpa3oMm, ecnu TeOs B3JIOMAIOT, TO
3JIOYMBIIIICHHUKH TIOTYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQHITIO B CETH, a HE KO BCEM;



4. Ecmu 1e0s B3jIOMaNIM, TO HEOOXOAMMO TPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC

no0aBIieHBI y T€OST B JPYy3bsiX, O TOM, YTO TeOsI B3JIOMaJIH M, BO3MOXKHO, OT TBOETO WMEHH

OyZIeT pacchlIaThCsl ClIaM U CChUIKU Ha (PUIIMHTOBEIC CAlTHI,

YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHBIN TenedoH;

OTKII0YM COXpaHEeHHUe MapoJist B Opaysepe;

7. He oTkpbwiBaii ¢ailyibl U Apyrue BIOXKEHHS B MUChMaX, JaXe €CIH OHH IMPHIUIA OT TBOHX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiibl.

oo

Hudposas penyranus

[ludppoBas pemyranuss - 3TO HEraTHMBHAas WM IO3UTHUBHAs HMHpOpManus B ceTd o Tebe.
Komnpomerupyromas nHbopmanus, pa3MeUuleHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU x)u3HH. "lludpoas penyranus" - 3TO TBOH MUMHIK, KOTOPBIN
dopmupyercs u3 unpopmarmu o Tede B MHTEPHETE.

TBoe MecTO >KHUTEeNbCTBA, yueObl, TBOE (PMHAHCOBOE I0JIOKEHHE, OCOOCHHOCTH XapakTepa U
paccka3sbl 0 OJIM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIEHHO OTHOCSTCA K IyOJIMKalMM JIMYHOW UHPOpMaLuU B
WuTepHere, HE MOHUMAas BO3MOXKHBIX MOCIEACTBUM. Thl 1axke HE CMOXKEIb J0ralaTbCs O TOM,
4To (poTorpadus, pazmelieHHas S5 JeT Ha3al, cTaja IPUYMHON OTKa3a NPUHATH Te0s Ha paboTy.
KommenTapuu, pasmenienne TBoux ¢Gortorpaduii U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JaKe
[I0CJIE€ TOTrO, KaK Thl MX YAAJIHIIb. Thl HE 3HA€Ib, KTO COXPaHUI 3Ty MHPOPMALUIO, Tonana Ju
OHa B TIOMCKOBBIC CHCTEMBl M COXpaHMJACh JH OHA, a IJIABHOE: YTO NOAyMAalT O Tebe
OKpY’KalollMe JIOAHU, KOTOpble HalayT U yBUAAT 3T0. HaiiT uH(opManuo MHOro Jer crycrs
CMOJET JII00OM - Kak M3 J0OpBhIX NMOOYKIEHHM, TaK U C HAMEPEHHEM INPUYUHUTH Bpea. DTO
MOYET OBITh KTO YI'OJHO.

OcHoBHBIE cOBeTHI 110 3a1uTe NM(ppPoBoIl penyTanuu:
1. Tlomymaii, mpexae 4eM 4TO-TO MyOJIMKOBATh M TMepeiaBaTh y ce0si B OJiore Wik B COUAIBHON
ceTH;
2. B mactpoiikax mpoduis yCTaHOBH OTpaHMYEHHS Ha TMPOCMOTP TBOETO MPOGUIS U €ro
COJIEP’)KUMOT0, CIIENal ero TOJbKO "Il Ipy3en";
3. He pa3memaii u He yka3biBaili HH(POpPMAIUIO, KOTOpas MOXKET KOro-THOO OCKOpPOJSTH WIIN
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE UIIKOJIBHUKH - aKTHUBHBIE MOJb30BaTenu LuppoBoro mnpocrpaHcTBa. OJHAKO
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTMMH BO3MOXHOCTSIMH LU(POBOro Mupa Tpedyer
COOJIIO/IEHM S ITPAB HA MHTEJIEKTYAJIbHYI0 COOCTBEHHOCT.

TepmMuH "MHTEIEKTyaJdbHass COOCTBEHHOCTb' OTHOCHUTCS K Ppa3IUYHBIM  TBOPEHHSIM
YeJI0OBEYECKOr0 yMa, Ha4MHAas ¢ HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOMU3BEACHUS HAYKH,
JUTEepaTypbl U MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayecTBE TapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHBIM, JacT €My CIIpaBeIJIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOEro TpPy/a, MOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTh, MMIIOPTUPOBATH, IYCKAaTh B MPOKaT, MYOJIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCHIOIHATH B AHpe UK pazmeniaTs B IHTepHeTe.

Hcnonp3oBanue "MHPaTCKOTO" MNPOTrpaMMHOIO OOECTeYeHUs] MOXKET MNPHUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIle
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JIETajdbHbIE
U OecrIaTHbIE IPOrPaMMBbl, KOTOPBbIE MOXKHO HAWTH B CETH.



